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Res-Former: An Efficient Malware Detection Network Based on
ResNet-50 Deep Convolutional Network and Transformer Models
Tuqa Sarhan? Hayder Al Jasim? Ali Dirawi!

Abstract

Malware detection remains a critical challenge in cybersecurity due to the
continuous evolution and obfuscation of malicious code. This paper
proposes Res-Former, a novel hybrid deep learning architecture that
integrates the strengths of ResNet-50 and Transformer models for efficient
and accurate malware classification. The proposed model leverages the
local feature extraction and noise robustness capabilities of convolutional
neural networks while incorporating the global dependency modeling and
self-attention mechanisms of Transformer architectures. In the
preprocessing stage, malware executables are converted into grayscale
images and enhanced using histogram equalization to improve feature
discriminability. The ResNet backbone extracts hierarchical spatial and
structural features, which are subsequently refined through the
Transformer branch to capture long-range inter-feature relationships.
Finally, an ensemble learning classifier employing bagging and majority
voting ensures stable and generalized decision-making. Experimental
evaluations conducted on the Malimg dataset demonstrate that Res-Former
achieves a superior accuracy of 99.46%, outperforming several state-of-
the-art methods including EfficientNetB0O, DNN, and IMCBL.

Keywords :Res-Former, Ensemble Learning, Malware Detection,
Transformer, ResNet-50.
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Introduction

The accelerated growth of the malicious software or malware has become
one of the greatest dangers to current information systems, networks, and
infrastructures. With the digital transformation accelerating and the
proliferation of interconnected devices in nearly every place, cyberattacks
have become increasingly intricate, bigger, and more advanced [1]. To
circumvent the old detection systems that have been in use, malware
writers are increasingly adopting code obfuscation, polymorphism and
metamorphic transformations, making the forward-looking signature-
based and rule-based techniques largely useless. This has led to an
increased demand of smart, dynamic, and data-driven detection systems
that can be able to detect known and new malware forms with high
precision and resilience [2,3].

Over the last few years, deep learning (DL) has transformed the malware
analysis domain by allowing automatic feature extraction and end-to-end
learning based on raw data representations [3]. Convolutional Neural
Networks (CNNs) represent one of the most effective deep learning (DL)
methods for recognizing spatial patterns in malware imagery, enabling the
conversion of binary executable files into visual formats that reveal
distinctive structural and behavioral characteristics. ResNet, VGG and
EfficientNet are some of the models where strong discriminative
performance has been observed because they are able to represent
hierarchical and local textual features. Nonetheless, CNN-based techniques
have a fundamental disadvantage in the fact that they have local receptive
fields, which limit their ability to detect long-range interactions and global
links across image patches, a factor that is especially important in
separating between malware families sharing subtle visual similarities
[4,5].

In response to these constraints, modern research has resorted to
Transformer models, which were initially created to perform sequence
modeling in natural language processing [6]. Transformers has self-
attention which means the model can selectively attend to the most
informative parts of the input, therefore, learning non-local dependencies
and improving contextual knowledge. Such architectures, including the
Vision Transformer (ViT) and its variants, have demonstrated state-of-the-
art results in different tasks when applied to vision [7,8]. However,
transformer-based-only models often demand high computational
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resources and large-scale data sets to reach optimal generalization - which
can be problematic in terms of their application in practice in the context
of cybersecurity [9,10].
Based on these observations, this paper presents a new hybrid deep learning
framework, Res-Former, to leverage the complementary capabilities of
ResNet and Transformer networks to detect malware efficiently and with
great accuracy. ResNet-50 backbone is a powerful local feature extractor
that is useful to extract structural and hierarchical visual feature of malware
images. At the same time, Transformer branch further refines these
representations with self-attention to allow the model to learn global
dependencies and inter-feature correlations that CNNs do not have the
ability to capture. This two-branch structure improves the discriminatory
ability and the power of generalization of the entire system.
In order to provide sound classification, the last decision step takes the form
of an ensemble learning model that combines various base learners using
bagging and majority voting techniques. This combination mechanism
greatly increases stability of the decisions, reduces the overfitting and
increases the strength of the model against noisy or imbalanced distribution
of data. The offered Res-Former model was thoroughly tested on the
publicly available Malimg dataset, consisting of a wide range of malware
families turned into grayscale images. The experimental outcomes prove
that the suggested approach has a better accuracy of 99.46, which is
superior to a variety of state-of-the-art CNN- and Transformer-based
malware classifiers in all key performance measurements.
The key contributions of this work are outlined below:

e Proposing a Hybrid Architecture Res-Former Based on ResNet and

Transformer Models:

In this study, we introduce a novel deep neural network architecture,
termed Res-Former, which integrates the strengths of ResNet and
Transformer models. By combining the local, hierarchical, and textural
feature extraction capabilities of convolutional networks with the ability of
Transformers to model long-range dependencies and non-local
relationships, Res-Former enhances the representation power of the model.
This hybrid design significantly improves the network’s performance in
recognizing complex malware patterns.

e Feature Representation Enrichment through Self-Attention

Mechanism:
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In the Transformer component, the self-attention mechanism is employed
to model interactions among all spatial positions within the feature space,
thereby capturing global dependencies. This process enriches the
discriminative capacity of feature representations and enhances the
model’s effectiveness in detecting both structurally similar and previously
unseen malware samples.

e Stable Decision-Making through Ensemble Learning Classifier:
In the final stage, an ensemble classifier comprising multiple base learners
is utilized to ensure robust and stable decision-making. This ensemble
structure effectively reduces prediction variance, improves generalization
capability, and increases the overall accuracy of the malware detection
system.
The remainder of this paper is organized as follows: Section 2 reviews
related works in deep learning—based malware detection. Section 3 details
the architecture and methodology of the proposed Res-Former model.
Section 4 presents experimental results and performance analysis, followed
by the conclusion in Section 5.
Related Works
Authors in [11] discussed the incessant development of malware and the
drawbacks of the traditional signature-based method of detecting them by
discussing the concept of visual malware classification where binary files
are transformed into grayscale images and then analyzed to identify
patterns. They suggested a hybrid deep learning model that combines
ConvNeXt-Tiny in extracting local features and Swin Transformer in
global context perception. Benchmark dataset (Malimg, MaleVis,
VirusMNIST) with 61 malware classes showed better results, with an
accuracy of 94.04% - outperforming baselines of individual models. The
interpretability of Grad-CAM was used in the study to demonstrate the
complementing nature of CNN and Transformer elements.
In [12], the authors addressed the growing complexity of malware and the
shortcomings of the traditional malware detection methods by investigating
the image-based malware classification with deep learning. They designed
a superior model that used both ResNet-152, a CNN model, and the Vision
Transformer (ViT) to assess their respective capabilities in the image
classification of malware images based on executable files. There were
6,137 benign and 9,861 malicious samples, which were converted to
grayscale images and transformed to hexadecimal. ResNet-152 took
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floating-point pixel values, and ViT took unsigned integer pixel
representations. The 10-fold cross-validation used in experimental
evaluation revealed the high accuracy of the system, which proves the
efficiency and strength of the system.

In [13], the authors introduced a new framework of malware visualization
and classification based on the structured format of the executable files. It
was noted that executables were made out of separate sections each with
distinguishing structural and semantic characteristics hence the study
suggested splitting images of grayscale malware into sections based on
their categories and creating several sub-images that denoted different
functional parts. Multi-channel inputs of deep convolutional neural
network were then pooled with these sub-images to improve the accuracy
of classification. The experimental findings showed that the various
section-wise image classes had high levels of discriminative features that
were favorable to malware detection.

In [14], the authors proposed a new family of malware malicious classifier
based on high-resolution grayscale images and multiple instance learning
(MIL) as a solution to the issue of adversarial binary enlargement. In
contrast to traditional visualization-based techniques that are based on
lossy resizing operations, they maintain important structural information
by dividing malware images into smaller patches. Every patch is
introduced and learned with the help of a convolutional neural network
where an attention-based aggregation mechanism is applied to improve the
accuracy of the classification. The experimental assessment of the
Microsoft Malware Classification Dataset showed that there was better
performance of the adversarially enlarged samples as compared to the
baseline models.

In [15], the authors considered the growing risk of malware propagation
and the necessity of quick and precise detection by using deep learning
methods. Although convolutional neural networks (CNNs) have been
developed through ensemble and transfer learning, limited information
exists on systematic comparisons of their outcomes in malware family
recognition. In order to narrow this divide, the authors created an ensemble
CNN-based model that can classify 34 malware families using a
combination of the Microsoft Malware and Malimg datasets. The Least
Absolute Shrinkage and Selection Operator (LASSO) was also used to
optimize feature selection in order to minimize the computational cost and
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training time. The results imply that the technique is a viable and scalable
tool when it comes to real-life malware detection and classification.

In [16], the authors have provided a new multi-task learning model to
classify malware image in order to have a fast and precise detection of
various types of malware. The method transforms malware properties into
BMP and PNG images, which a deep learning-based classifier is used to
process. The model was tested on a new curated dataset of about 100,000
benign and malicious samples that consisted of PE, APK, Mach-0O, as well
as ELF executables. The experimental results of seven tasks and four
activation functions (ReLU, LeakyReLU, PReLU, ELU) had the highest
accuracy in the PReLU-based configuration.

Motivated by the escalating need to classify malware correctly and
efficiently, in [17] the authors presented a problem statement of the
necessity in the enhancement of the current condition of the malware
classification process and the development of new and more sophisticated
methods to conduct it. In the quest to improve the detection performance,
they proposed LeViT-MC, a new architecture, a combination of the
principles of the vision transformer with malware visualization based on
images and advanced transfer learning. The model was tested on the
MaleVis dataset to classify multi-class malware and showed better results
in comparison with the current strategies. The accuracy of LeViT-MC was
state-of-the-art with a higher computational efficiency; hence it could be
applied to real-time detection settings. The paper shows that the integration
of transformer-based architectures with image-based learning can
significantly enhance the modern malware analysis and classification
systems.

In [18], the authors examined the solution of the problem on hardware
malware detection as a thankful step towards enhancing the security of the
system with the aid of microarchitectural data. Specifically, Hardware
Performance Counter (HPC) data was used to design the experiment and
machine learning and deep learning models were used to determine and
classify malware. In order to minimize the false positives and maximize
the detection rates, a more adaptable detection system involving Decision
Tree (DT), Random Forest (RF), Logistic Regression (LR), Support Vector
Machine (SVM), and Few-Shot Learning (FSL) techniques were proposed.
The model was highly accurate (97 percent) on two different datasets of
the internet which is superior to the conventional techniques.
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In [19] authors have studied the use of the convolutional neural networks
(CNNs) to classify malware because of the increased complexity and
obfuscation of the current malware, such as polymorphism,
metamorphism, and encryption. The paper utilized malware binaries as
RGB and grayscale pictures to capitalize on the features of CNNs to
acquire global structural patterns. The authors employed fine-tuning
methods including bicubic interpolation, ReduceLROnPlateau, estimation
of class weight, with the assistance of the transfer learning method based
on MobileNet to maximize the generalization and minimize the overfitting.
The model was experimented on 4 datasets that were; Microsoft Big 2015,
Malimg, MaleVis and a Fusion dataset, and high accuracies of 96.04-99.08
were achieved showing the strength of the model.

In [20], authors have touched the new security issues in Internet of Things
(IoT) network whereby the various and dynamic networks lead to the large
attack surface on malware. In order to enhance real-time malware
detection, they introduced a two-dimensional (2D) CNN architecture that
is specialized on the Malimg dataset with data augmentation methods to
increase training data and generalization. The model automatically derives
features directly out of malware images unlike the previous methods that
used manually designed features, which minimizes overfitting and the
model trains effectively within ten epochs. The performance was also
evaluated to be better than the existing models like DenseNet, VGG16, and
VBDN, with an accuracy of 98.86. The research highlights the relevance
of dataset-optimized solutions and advanced CNN models in addressing
the complex IoT malware detection problems and outlines the necessity of
changing approaches to protect the new networked spaces.

In [21] authors suggested Image-based Malware Classification using Broad
Learning (IMCBL) as a non-GPU based method to solve the problem of
detecting new and unknown malware, such as encryption, packing and
biased samples. The technique transforms malware binaries into images,
uses truncated Singular Value Decomposition (SVD) to reduce features,
and uses a Broad Learning (BL) architecture, which projects input features
onto enhancement nodes in a flat, incremental architecture. Such design
allows effective training, reduces overfitting, and removes retraining. The
high accuracies of 93.04% to 97.64% achieved on the experiments of five
benchmark datasets, such as Microsoft Windows, Malimg, ionet-Android,
Big windows and obfuscated windows malware, are robust against even
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obfuscation. IMCBL also performed well compared to the traditional and
deep learning models including VGG16, ResNet50, and InceptionV3, in
computational efficiency, which demonstrates its feasibility in malware
classification in the real world.

In [22], the authors suggested VBDN, a malware detection model, which
is founded on convolutional neural networks (CNNs), to overcome the
limitation related to unbalanced datasets, lack of generalization of the
algorithm, and time-consuming processing. The model combines data
visualization, balanced sampling, and data augmentation to improve
classification and reduce overfitting. Test on four open malware datasets
indicated that VBDN attained more than 90 percent accuracy on all
datasets. Another aspect that was also highlighted in the study was the per-
class recognition analysis, through confusion matrices, which offers
actionable information to cybersecurity researchers. Moreover, balanced
sampling methodology minimizes hardware use, does not require building
new datasets, and automates weight testing, which indicates the efficiency
and feasibility of the framework in comparison with the state-of-the-art
malware detectors.

In [23], the authors responded to the increasing security challenges in
Internet of Things (IoT) settings where metamorphic malware presents a
major threat to privacy, monetary wealth and organizational image. In
order to increase the detection, they utilized a deep learning-based model
with six architectures of VGG16, InceptionV3, CNN, ResNet50,
MobileNet, and EfficientNetBO on publicly available Malimg data. The
paper has focused on dynamic analysis to obtain executable behaviour and
used this data to classify, dwarfing the shortcomings of such detection
techniques, which were based on signatures. As experimental results
proved, the given approach obtained a 99 percent accuracy and 97 percent
Fl-score, which outperforms the existing machine and deep learning
models. These results indicate the possibility of deep learning methods to
detect malware of powerful metamorphic malware in IoT systems.
Proposed Method

In this paper, we propose an effective and innovative approach named
Transformer Branch ResNet (Res-Former) for malware detection. The
overall structure of the proposed method is designed based on the
integration of the deep convolutional neural network ResNet with an
additional branch that incorporates a Transformer module. The objective
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of this integration is to leverage the complementary advantages of both
architectures—namely, the ability of ResNet to extract local and
hierarchical features, and the capability of the Transformer to model global
dependencies and non-local relationships within the data. In the first stage,
malware images—converted from executable files—are fed into the
ResNet network. Through its residual block architecture, ResNet
effectively captures local, textural, and structural features of the images
across multiple hierarchical levels. By learning deeply from the data, the
network identifies repetitive patterns, distinctive textures, and subtle
structural characteristics associated with malware behavior, transforming
them into rich and compact feature vectors. The output of this stage is a set
of high-level feature representations that encapsulate comprehensive visual
information about the image, including its spatial patterns and internal
structures. Subsequently, the extracted features are passed into the
Transformer branch. The Transformer module, utilizing the self-attention
mechanism, models the interrelationships among all spatial positions
within the feature vectors, thereby capturing long-range dependencies and
non-local correlations among different regions of the image. By assigning
adaptive importance weights to each feature relative to others, this module
refines the final data representation, enabling a more precise depiction of
complex inter-component interactions within the feature space. In the final
step, the extracted and refined features are forwarded to an ensemble
learning classifier consisting of multiple base learners. This ensemble
framework ensures robust and stable decision-making in the final malware
classification stage. It effectively reduces prediction variance, enhances
generalization ability, and improves the overall accuracy of the detection
system. This hybrid design enables the proposed Res-Former model to
combine the local feature extraction and noise robustness capabilities of
convolutional networks with the contextual understanding and attention-
based relational modeling strengths of Transformer architectures. As a
result, Res-Former achieves more accurate, stable, and generalizable
performance in detecting unknown and sophisticated malware. Fig. 1.
illustrates the overall architecture of the proposed network.
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Fig. 1. The Overall Diagram of Proposed Method.

Image Preprocessing

At the preprocessing phase, malware images are initially resized to a
standard set of dimensions that are compatible with the input layer of the
ResNet network, which makes them fully conform to the structural
requirements of the architecture. After resizing, Histogram Equalization is
then used to enhance the visual quality of the data and the discriminative
power of the extracted features. This operation redistributes the intensity
values of the image pixels and also enhances contrast, thus making fine
details more visible producing a more consistent overall brightness. As a
result, the textural and structural details within the image become more
visible and salient, and vital regions can be more easily identified by the
model. The resulting preprocessed images therefore have higher levels of
clarity, informativeness, and feature discriminability, which provide a
better basis for the subsequent stages of feature extraction and malware
classification.

Architecture of the Res-Former Model

A new neural network model is used in the suggested approach, called
Res-Former to extract the features of malware images. In this context, the
malware images are first sent to the ResNet backbone, where the
discriminative features are obtained by the intermediate and deep
convolutional layers. The obtained feature maps are then passed to the
Transformer module to have the feature representation improved. This
architecture allows the attention mechanism in the Transformer to extract
salient features, and the convolutional modules to simultaneously analyze
and extract important spatial patterns of the images. The integration of
these complementary processes makes the model effective in creating
strong feature representations of malware. The Res-Former network
therefore benefits from both the local feature identifiability and noise
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resistance properties of convolutional networks as well as the relational
modeling capabilities of Transformer networks. Consequently, the
suggested model has high accuracy, stability, and generalization during
malware detection. Fig. 2 represents the architecture of the proposed Res-
Former network.
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Fig. 2. The Proposed Res-Former Architecture.
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ResNet-50 architecture is one of the most notable designs in the deep
convolutional neural network, in which vanishing gradient problem is
successfully addressed. The essence of this architecture is the fact that it
uses skip connection or residual connections, whereby information can
pass through the intermediate layers without alteration. These links create
direct gradient flows, therefore, deep networks can be trained more easily
and faster, with more stable convergence. A basic block of ResNet, called
Residual Blocks, is used in more sophisticated ones (like ResNet-50),
which are implemented as Bottleneck Blocks. In these blocks there are
layers with the same number of filters that have the same feature map
dimensions. The number of filters is doubled whenever the size of the
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feature map is reduced by a half to ensure a balanced trade-off between the
spatial resolution and the feature depth. Down-sampling is achieved with
2-stride convolutional layers and Batch normalization, which is applied
after the convolution and before the ReLU activation function, is used to
increase training stability and reduce the time required to reach
convergence. Identity Shortcuts are applied in the ResNet architecture in
cases when the input and output dimensions are the same, which guarantees
the dimensional consistency in each block. When dimensions differ, 1x1
convolution Projection Shortcuts are used to align them. This mechanism
allows dimensional paths transmitted to learn more complex and varied
forms of representations. The network is able to extract a number of
features (low-level features, e.g., edges, textures) and complex features
(e.g., complex structures and semantic patterns) hierarchically after passing
through several residual blocks. A fully connected layer with 1000 units
and a Softmax activation function are used to project the extracted features
into the label (class) space. In the suggested model, this architecture can be
served as an effective and noise-insensitive feature extractor, which offers
strong and discriminatory representation of malware images, which would
be the basis of further Transformer-based analysis.

Transformer Module Branch

Transformer module is one of the components that are used in the
proposed model after the ResNet backbone to analyze and model the
dependence of high-level features on a global scale. The aim of
incorporating this module is to improve the interpretation of the inter
feature correlations, detect deep hierarchical patterns and assimilate the
contextual details of the obtained representations. Transformer architecture
comprises several layers of the encoders and decoders, in a stacked and
sequential order. At every level, the Self-Attention mechanism is used to
encode the relationships between the input elements and dynamically focus
on the most important and specific features. This hierarchy allows the
model to learn simpler and more general representations by initially
learning simple and low-level patterns in the early layers and gradually
incorporating them with the contextual information in deeper layers.
Through this process, the model efficiently learns both the short-range and
the long-range dependencies and at the same time processes the entire
sequence of features in parallel, resulting in a more comprehensive
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. 2026
representation. Fig. 3 shows the general framework of the Transformer
module used in the proposed Res-Former model.
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Fig. 3. Structure of The Transformer Module.

The input data of a Transformer network replace this sequence of
feature vectors ( X;.X,....xr) of sequence length (T), where x, € R¢
represents the features at time t. To encode the positional information of
every element in the order, a positional encoding vector (PE) is appended
to each input vector as follows:

zy =x¢ +PE; fort=1.2,..,T (1)
In this case, (PE;) is the positional information which is associated with
the position (t).

PE(t,Zi) = sin (2)

21
10000d

595



ISBN:978-9922-8178-3-5 el g LN p slall Gy ) 05l 505 G o Lao VIS 55 0 e W (Lol 2510 65 s .

PE(t2i+1) = COS (W) 3)
here, (i) denotes the component index and (d) denotes the feature vector
dimension. Scaled Dot-Product Attention is the fundamental workflow of
the Transformer that performs the calculations of the relations between all
the elements of the sequence in parallel. Given every input, three vectors,
Query (Q), Key (K), and Value (V) are acquired by multiplying the input
matrix with learnable weight matrices:

Q=2zWwe K=zwk. v=zw" @4

Where Z = [z;.2y.....z7]7 represents the input matrix. The attention

output is determined as:
Attention(Q.K.V) = Softmax (Q—\/Z_D V(5)
The scaling factor (\/d—k) stabilizes the gradients during training. To make
the model more effective in representing the idea of complex dependencies,
the Transformer uses Multi-Head Attention (MHA), so that multiple
attention heads are active in parallel, and their outputs are concatenated:
MHA(Q,K,V) = cat(head,, ..., head, )W (6)

head; = Attention(QW,°, KWX,vw}) (7)

Here, W© is the output projection matrix. Transformer blocks have two
principal elements, which are the Multi-Head Attention (MHA) and the
Feed-Forward Network (FFN). The FFN leverages two linear layers and a
ReLU between them, which is as follows:
FFN(x) = max(0,xW; + by)W, + b, (8)

The Transformer includes a residual connection and then layer
normalization in every sub-layer that enhances training stability and
converges faster. Normalization is done in the following way:

H' = Norm(Z + MHA(Z)) (9)

H = Norm(H'+ FFN(H")) (11)
where H' and H are the normalized outputs of the Multi-Head Attention
and Feed-Forward layers. Transformer block results in a matrix of the
representations of the vectors of all time steps. The temporal Avenue
Pooling is used to extract the final representation of features in the time
dimension:
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f==%i_iH, (11)

where (f) is the extracted final feature vector. Overall, the inclusion of the
Transformer module allows the model to learn long-range dependencies
efficiently with parallel learning, target important regions in the data with
attention, and learn through parallelization. The combination of these
properties makes the model more accurate, robust and also more effective
in the overall performance of the model, in identifying complex and
sophisticated malware patterns.

Classification Using Ensemble Learning

A further Ensemble Learning strategy is used to refine the results of the
classification in the final phase of the proposed approach. Within the
proposed model, the decision is made based on the sum of the results from
several independent classifiers, which enhances the accuracy and strength
of the system [24]. To this end, the training set is segmented into specific
subsets, and a specific base classifier is used to process each subset. Within
this context, a Decision Tree is utilized as the base learner, due to its strong
capability of modeling nonlinear relationships and capturing complex
feature patterns, which contributes to improved classification accuracy.
Furthermore, the use of slightly overlapping sets of data also increases the
chances of the accurate recognition of hard to classify samples, and,
consequently, improves the overall accuracy of the system. To implement
the ensemble strategy, two methods—Bagging (Bootstrap Aggregating)
and Majority Voting—are applied. The Bagging process creates several
training subsets through sampling with replacement, and each sub-sample
is assigned to an independent classifier. These classifiers are then
aggregated based on their outputs, which minimizes model variance and
enhances the model’s stability when handling noisy or imbalanced data.
After that, the Majority Voting strategy combines the predictions of all base
classifiers, and the final result is determined by the class receiving the
highest number of votes. The combination of these two methods
contributes to improved classification accuracy, reduced prediction error,
and enhanced ability to identify complex malware patterns. Therefore,
applying the ensemble learning framework provides an effective and
scalable solution for dependable and accurate malware detection. The
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general framework of the ensemble-based classification process is

presented in Fig. 4.
OB,

..C)QC>C). Original Data
eogleoe®
/ ..C) \
Random Subset 1 Random Subset 2 Random Subset N

A 4 ¥ 4

Classitier 1 Classifier 2 Classifier N
Result 1 Result 2 Result N

|

1

Majority Voting / Averaging I‘— -

Final Result

Fig. 4. the classification procedure using ensemble learning.

Results

This part of the paper is devoted to the analysis and comparison of the
outcomes acquired during the process of simulation of the proposed model.
The MATLAB 2024 was used to simulate the experiments. Moreover, this
section presents the evaluation measures used, a description of the dataset
considered, and an analysis of the simulation results.

Dataset

In this study, publicly available Malimg dataset in the Kaggle
repository [25] was used. The Malimg dataset is an open-source dataset
that is commonly used to evaluated malware classification techniques. It is
composed of 9,435 malware executable files which belong to 25 different
classes. The malware samples are converted into 32x32- pixel images with
the nearest-neighbor interpolation. Table 1 presents a detailed breakdown
of the malware types, and Fig. 5 shows the examples of three malware
classes.
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Evaluation Metrics
In order to assess the performance of the proposed system, some
statistical parameters were examined, such as Accuracy, Precision, Recall

and F1-score. Accuracy metric is defined in (12).
(TP+TN) (12)

A r = 7
ceuracy (TP+FP+TN+FN)

Precision (P) is the percentage of the instances that are correctly identified
among all the predictions and is presented in (13).

TP+FP (13)

Recall (R) represents the percentage of correctly recognized relevant
instances within the complete number of relevant instances in the test set.
It is defined in (14).

Recall =

Precision =

TP
TP + FN (14)

Lastly, F1-score is a harmonic mean of Precision and Recall, and it is
calculated in terms of the following (15).

2xPercision*Recall

Fiscore = 15
1 (Percision+Recal) ( )

TABLE 1.
DISTRIBUTION OF SAMPLES IN THE MALIMG DATASET

# Class Family #  Class Family

1  Worm Allﬁple 14  Trojan ﬁg;r!(}
2  Worm Alliple 15 Trojan l\gzrlj}('
3 Worm Yliler 16 PWS L(i}%da
4 pws WOV 17 Diater AR
s pws LR g Do Wi
6 PWS ng‘;a 19 Dialer ?tl‘ilrﬂa

B
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C2Lop 20 TDow Dontov

7. Trojan .P nloader o A
Obfusc
8 Trojan C2Lop 21 TDow ator.A
.genlg nloader D
9  Dialer Instant 2 Backd Agent.
access oor FYI
10 TDow Swizzo 23 Worm Autoru
nloader t.gen!l AutolT nK
TDow Swizzo Backd Rbot!g
11 24
nloaderr.gen!E oor en
12 Worm VB.AT 25 Trojan Skintri
mN
13 Rogue Fakere
an
Malex.gen!J
Wintrim.BX
Adialer.C

Fig. 5. Different Types of Malware Class.

Equations (12—15) represent the notations True Positive (TP), False
Positive (FP), False Negative (FN), and True Negative (TN):
e True Positive (TP): Instances that are correctly classified in the
positive category.
e False Positive (FP): Cases that are incorrectly identified as positive
when they should be negative.
o False Negative (FN): Cases that are incorrectly classified as
negative although they are actually positive.
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e True Negative (TN): Predictions that are correctly identified as
belonging to the negative class.

Results Evaluation

This section examines the performance of the proposed approach and
the simulation results of the approach and compares it to other approaches.
The performance measures, such as Precision, Accuracy, Recall, and F-
score are summarized and presented in a series of figures and tables. To
achieve this, the dataset was split into two subsets (training and testing sets)
for experimentation. The training stage involved the use of training subset
to adjust the weights of the neural network and optimize the learning
process. The testing set, was used to assess the ability of the model to
generalize and accuracy in unknown situations. In this research, 70% of the
samples were allocated to the training set and the remaining 30% were
reserved as the independent test set. To enhance the training procedure and
assess the stability of the model, 10-fold cross-validation was applied to
the training subset. In this process, the training data were partitioned into
ten folds, and in each iteration, nine folds were used for model training
while the remaining fold served as the validation subset. This procedure
was repeated ten times to ensure that every training sample contributed at
least once to the validation phase. After completing the cross-validation
process and finalizing the model configuration, the overall performance of
the proposed method was evaluated on the independent test set (30% of the
data), and the corresponding results were reported. The simulation settings
used to ensure the reproducibility of the experimental results are presented
in TableIl. In this configuration, the Adam optimizer with an initial
learning rate of 0.001 is employed to provide stable and well-controlled
convergence during training. To prevent overfitting, an early-stopping
mechanism with patience = 10 epochs is activated, and the maximum
number of training epochs is set to 40, thereby avoiding unnecessary
training once the model reaches performance saturation. A batch size of
200 is selected to achieve an effective balance between gradient stability
and computational efficiency. Within the Transformer component, four
attention heads are utilized to enable simultaneous modeling of diverse
relational patterns among feature representations, while the Embedding
maxPosition = 256 parameter is applied for positional encoding to ensure
accurate processing of spatial and sequential dependencies in the attention
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space. Collectively, these settings establish a coherent and reproducible
experimental framework for evaluating the performance of the proposed
model.
TABLE II.
EXPERIMENTAL SETUP FOR PROPOSED METHOD

Setting /
Item N
Description
Optimizer Adam
Initial learning rate 0.001
‘ 70 -30 (Train -
Data split
Test)
' Patience = 10
Early stopping
epochs
Maximum epochs 40
Batch size 200

Number of attention heads 4

Embedding maxPosition 256

Evaluation of the Training Process for Ensemble Learning

The learning curve of the proposed model in the training process is
shown in Fig. 6. As illustrated, the top graph (in blue) is the change in
accuracy with each training iteration, whereas the bottom graph (in orange)
is the loss function trend. The horizontal axis in both plots represents the
number of iterations (epochs) and the vertical axes represent the accuracy
(in percentage) and the loss value, respectively. At the early stages of
training (Epoch 1), there is an increase in accuracy, where the model
rapidly improves from an initial low accuracy (below 40 percent) to above
80 percent. The accuracy also improves gradually as the number of
iterations increases, and it reaches about 97, which means that the model
converges and learns the pattern within the data. In the meantime, the curve
of loss in the bottom figure shows an even decreasing trend. Initially, the
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loss value is quite high (above 3); however, it quickly drops as training
progresses and eventually converges to near-zero values after a few epochs.
This trend shows that there is a constant improvement in the performance
of the model and an ever-smaller prediction error through time. Overall,
the static nature of the two curves demonstrates that the given model can
learn effectively. The fact that the loss is steadily decreasing and the
accuracy, at the same time, is growing is evidence that the model is well
fitted to the training data and not in danger of overfitting or oscillating
learning is present. The high accuracy and low values of loss obtained
throughout the process of the study attest to the appropriate convergence
and strong training behavior of the proposed ensemble learning model.

100 |-

[: poch 1 \ Epoch % Epoch 3 \ Epoch 4 . Epcgh 5 |
0 20 0 60 20 100 120 140
lteration

4
3
g2
1
0

Epoch 1 ! > poch 3 Epoch 4 Epoch 5
0 20 0 60 0 100 120 140
teration

Fig. 6. Learning curve of the proposed model.

Evaluation of the Test Process for Ensemble Learning

Fig. 7 presents the confusion matrix of the results of the malware
dataset classification. The confusion matrix gives a list of the individual
performance of the classifier in each individual class. The accuracy of each
malware class is shown by the column that represents the same in the right
side of the matrix. The model proposed is classified with 100 percent
accuracies of all classes except classes 6, 21, and 25 that have classification
accuracies of 93.7, 99.0 and 95.0 respectively. Such findings depict the
great efficiency and reliability of the suggested ensemble-based malware
image classification system. It should be mentioned that the results of this
confusion matrix are the results of one run and slight deviations could be
observed in other runs. The end reported results were taken to be the
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average results of the 50 independent runs so that the final results could be
fairly and consistently compared with other methods.

o7 o8 @ 10 1 12

1314 15 8 1
Predicted Class

Fig. 7. Confusion matrix of the proposed ensemble classifier.

Receiver operating characteristic (ROC) Analysis

The Receiver Operating Characteristic (ROC) curve is one of the
evaluation metrics that provides a graphical explanation of the
effectiveness of the classifier. It illustrates the trade-off between the True
Positive Rate (TPR) and the False Positive Rate (FPR). The closer the curve
lies to the upper-left corner of the graph, the higher the detection capability,
whereas the diagonal line represents random classification performance.
As can be seen in this figure, the AUC of the proposed method is reported
to be 0.946789. Fig. 8 shows the improvement in classifier accuracy in the
proposed system as demonstrated by the ROC analysis.
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Fig. 8. ROC curve.

Results Comparison and Discussion

A comparison of the suggested Res-Former ensemble framework with
recent malware classification techniques, in terms of Accuracy, is
presented in Table III. As shown, the proposed approach yields 99.46%
accuracy, which is the highest compared to the competing models. The
EfficientNetBO model [23] ranks second with an accuracy of 99.00 and
Deep Neural Network (DNN) model [23] is third with an accuracy of
98.00. The IMCBL framework [21] has reached 97.85% and the less
powerful convolutional architectures like ConvNet, ResNeXt-50, and
MobileNetV2 have reached accuracy in the 93.7% -94.2. These findings
evidently prove that the Res-Former model is superior in malware image
classification. The impressive improvement in performance is explained by
the hybrid implementation of the ResNet backbone (to extract local
features in hierarchies) and the Transformer branch (to model long-range
dependencies) that, combined with the ensemble learning scheme,
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improves the generalization and resistance. Overall, the proposed solution
achieves an accuracy of 99.46% and exhibits performance that is both
superior and more stable than recent state-of-the-art methods. This
confirms that the proposed architecture and preprocessing approach are
highly effective in improving malware detection accuracy. The findings of
the classification of the malware dataset are presented It should be noted
that the presented results of the proposed method are obtained by averaging
over 50 independent executions of the program. As can be seen in the table,
the average accuracy of the proposed method is 99.46 percent, which is the
highest accuracy among the compared methods. Also, the standard
deviation of the proposed method for these 50 iterations is 0.67 percent,
which shows the stability of the proposed method. The results obtained
from 50 independent executions of the proposed method show an average
Accuracy of 99.46% with a standard deviation of 0.67%, indicating a high
degree of statistical stability. Achieving such a high mean accuracy with a
relatively low standard deviation demonstrates that the model maintains
consistent and predictable performance across repeated executions rather
than relying on the outcome of a single run. This stability is an important
consideration for the scalability of malware detection systems, as models
deployed in larger-scale or heterogeneous operational environments should
maintain reliable performance under varying data volumes, distributions,
and computational conditions. Therefore, the results across 50 independent
executions indicate that the proposed method exhibits strong stability and
robustness to random variations, suggesting its potential for deployment in
larger and more complex malware detection environments while
maintaining reliable detection performance.

TABLE III.
ACCURACY COMPARISON BETWEEN THE PROPOSED METHOD AND RECENT
STUDIES
Author Method Accuracy
Vasan et al. [21] IMCBL! 97.85
Liu et al. [22] ConvNet 94.22
Liu et al. [22] ResNeXt-50 94.03
Liu et al. [22] MobileNetV2 93.71

Image-based Malware Classification using Broad Learning!
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Habib et al. [23] DNN 98.00
Habib et al. [23] EfficientNetB0 99.00
- Proposed 99.46

Fig. 9 also compares the performance of the proposed model with the recent
approaches in terms of Precision, Recall, and F-score. As it can be seen,
the proposed Res-Former is superior to all the other approaches in all the
evaluation measures. In particular, the Precision of the proposed model is
99.46, which means that the model is highly effective to detect malware
samples correctly with the low amount of false positive rate. In the same
way, recall value of 99.46% proves the ability of the model to retrieve
virtually all instances of malware, reducing false negatives. The F-score, a
harmonic mean of Precision and Recall also reaches 99.46, which proves
the balanced and trustworthy classification efficiency of the model. The
compared methods have the closest performance and IMCBL with
Precision = 97.97, Recall = 97.85, and F-score = 97.87. Nonetheless, it not
yet meets the suggested approach in the three metrics. ConvNet, ResNeXt-
50, MobileNetV2, DNN and EfficientNetB0O are other models that have
lower scores on all the indicators. All in all, these findings emphasize the
strength, accuracy, and high-quality discriminative ability of the proposed
Res-Former ensemble model that is quite effective in capturing both local
structural trends and global contextual interdependence of malware
images. The effectiveness of the suggested hybrid architecture in the
process of obtaining accurate and reliable detection of malware is
confirmed by the balanced high values of Precision, Recall, and F-score.

100

| | |
94
93
92
90
ConvNet EfficientNetB0  Proposed

IMCBL ResNeXt-50  MobileNetv2 DNN

W Predsion Recall WF-score

Fig. 9. Comparison of the proposed method and recent studies with
respect to Precision, Recall, and F-score.
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Discussion

The results reported in Table III and Fig. 9 demonstrate the competitive
and superior performance of the proposed method in malware detection
compared with the considered baseline approaches. As shown in Table III,
the proposed method achieves an Accuracy of 99.46%, which is the highest
value among the compared methods reported in the literature. Also, the
results presented in Figure 9 compare the values of the three key metrics
Precision, Recall, and F score of the proposed method, all of which have
values greater than 99 percent, with other methods. The proposed method
consistently achieves the highest values across all three metrics. Such
simultaneous performance across complementary evaluation measures
indicates a high capability for correctly identifying malware samples while
effectively controlling both false-positive and false-negative errors.
Overall, the results confirm the effectiveness and reliability of the proposed
method for accurate malware detection under the evaluated experimental
conditions.

Ablation Study

The results of the ablation study are presented with the aim of evaluating
the individual contribution of each component within the proposed method,
in table IV. This analysis primarily focuses on assessing the impact of
different feature-extraction architectures as well as the effectiveness of
Ensemble Learning as the final classifier. The results indicate that
integrating deep architectures with Ensemble Learning leads to a
substantial improvement in classification accuracy. In the
ResNet50-Ensemble Learning configuration, the aggregation of multiple
models reduces error variance and enhances decision stability, yielding an
accuracy of approximately 97.80%. This value suggests that although
convolutional networks perform effectively in extracting local features,
they exhibit limitations in modeling long-range dependencies—Ilimitations
that are partially mitigated through Ensemble Learning. For the
Transformer-Ensemble Learning architecture, the use of multi-head
attention and the ability to capture global relationships among features
further improves performance, resulting in an accuracy close to 98.90%.
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This outcome demonstrates that attention-based architectures, when
combined with Ensemble Learning, possess a stronger capability to
discriminate complex patterns.

Finally, the ResFormer-Ensemble Learning architecture—which integrates
the strengths of ResNet and Transformer—achieves the highest accuracy
at 99.46%. This finding highlights that combining local and global
feature-representation mechanisms, together with Ensemble Learning, can
significantly enhance model effectiveness and make the approach suitable
for high-precision and safety-critical applications.

Overall, the results in Table IV emphasize that each component of the
proposed method contributes meaningfully to performance improvement,
and that the use of Ensemble Learning plays a pivotal role in achieving the
final accuracy.

TABLE IV.
ABLATION STUDY

Method Accuracy

ResNet50-Ensemble Learning 97.80
Transformer-Ensemble

. 98.90
Learning
ResFormer- Ensemble 99 46
Learning
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Conclusion

Res-Former, a state-of-the-art hybrid deep learning model, is the suggested
research in this paper, which combines the ResNet-50 convolutional
backbone and a Transformer-based attention module to improve the
performance of malware detectors. The suggested model is a successful
integration of the local feature extraction and hierarchical representation
learning abilities of convolutional networks and the global dependency
modelling and contextual reasoning advantages of Transformers. In order
to enhance stability and generalization, an ensemble learning classifier
using bagging and majority voting was introduced in the decision process.
This approach minimizes the prediction variance, makes it more robust to
noisy and imbalanced data, and ensures more consistent results
classification. The experiments using the Malimg dataset have shown that
the proposed Res-Former ensemble had impressive results because it
achieved an accuracy rate of 99.46, which is better than more sophisticated
deep learning models, such as EfficientNetB0O, DNN, and IMCBL. It was
also a sign of a high discriminative capability and reliability because the
model has a high precision, recall, and F1-scores. Overall, the findings
reveal that an ensemble-based system with a mixture of both convolutional
and Transformer-based representations is a promising and scalable system
that can detect malware. Future directions will consider lightweight Res-
Former to be used in real-time, and multi-modal malware identification to
further increase its use in cybersecurity environments.
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