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Cybersecurity Challenges considering The Development of Artificial
Intelligence Technologies

Dr. El-Bashir Mohamedein Hamed El-Bashir

Abstract

Security is the fundamental pillar of society. It is impossible to imagine
any activity growing without its technical or legal realization, especially
with the emergence of the information society and cyberspace as one of the
most important service sectors, constituting value for the activities of
governments and individuals. Scientific and technological developments
have produced a revolution in communications and information. These
systems have witnessed increasing technical progress, with their
development going beyond small timescales. Artificial intelligence, among
these advances, is now an integral part of this, with expectations of
significant dominance in coming period, especially with the widespread
use of modern technological applications on mobile phones and computers,
the increase in social communication methods, and thousands of electronic
programs. Currently, technology and digital transformation are
accelerating, and cybersecurity has become a more important issue due to
its fundamental protection of systems and networks. This has prompted
countries to work and develop mechanisms to address cybersecurity
challenges through the development of artificial intelligence technologies.
This will achieve citizens' aspirations for comprehensive social and
economic development, protect their interests, safeguard the state's
supreme interests, and contribute to its progress and prosperity.

Keywords

Cybersecurity, Artificial Intelligence, Digital Transformation, Systems and
Data, Cybercrime
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